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Overview

PCI Compliance is the responsibility of all entities that accept credit card payments for goods and services. Depending
on your level of involvement in processing credit card transactions will determine the level of PCl compliance that
must be achieved. Merchants that are using 6Storage as a processing solution are required to complete the Self-
Assessment Questionnaire - A (SAQ-A). This user guide will lead the 6Storage Merchants through completing the SAQ-
A.

Getting Started

The merchant will receive a Welcome Email with instructions for logging into the PCl portal to complete compliance.
The PCI compliance process should take approximately 15 minutes to complete. If the merchant requires assistance,
they can contact the PCI Helpdesk by calling 855-826-2128 Option 1. After logging into the PCl Portal, please follow

these instructions.

1. Select the blue “Get Started” button.

Fortis Summary Resources

Welcome to your PCI Compliance Tool.

Why PCl Compliance matters?

& PC|(Payment Card Industry) Compliance is a yearly requirement for all merchants who accept and process credit/debit card payments.

& These security standards are mandated by the PCI Council (Visa, MasterCard, American Express, Discover and JCB) to ensure that TEST PLAN FORWARD is following the best processing practices which increases the confidence in the safety of the credit card data you
process.

Let’s Get Started!

This tool will guide you through the 5 basic steps to compliance.

Merchant Information Questionnaire Selection Questionnaire and Network Scan Review and Sign Print Reports

NADS RPG Data Breach Protection

The Northern American Data Security Program Risk Purchase Group (NADS RPG) provides protection against fines, fees, and other expenses related to the improper disclosure of data either through error or malicious activity, such as
hacking. Enrolled users have access to this service by navigating to the NADS RPG page below.

Access Coverage
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2. Verify that your information in Part 1 is correct and select “6Storage/A” from the Product Code drop down menu. The
selection of a Product Code will complete some of the answers to the required questions. Please verify the questions are
accurate for how you process payments.

Fortis

Merchant Information

Merchant Information

Merchant Information

Please confirm that the information below is correct:

6111 W Plano Parkway, Suite 2700
Plano, Texas 75093

United States of America

Test account

Is your organization a service provider as defined by the PCl Council (e.g., hosting providers, payment processors, managed service providers)?

Summary Documents

6Storage/A

BStorage/A
Acumatica

AirX Health
Aldelo
AmmoReady
Amped Now/C-VT
Antaris

Apex

Resources

»
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3. Select E-Commerce if it is not selected and answer the question. When asked if you are storing consumer
account data you can answer “No,” unless you are storing customers account data on your systems. If you are
unsure contact the Fortis PCl team 855-465-9999. Part 3 relationships should be completed for you, if not see

below screen shot.

Part 2 Merchant Business Payment Channels

Please answer the following questions:
Indicate all payment channels used by the business that are included in this assessment:
Mail order/telephone order (MOTO)

E-Commerce

Do you electronically store or transmit consumer account data?

Card-present

Are any payment channels not included in this assessment?

Part 3 Relationships

Please answer the following questions,

Do you have relationships with third-party service providers that handle your account data, such as payment gateways or processors?
Do you engage with third-party service providers managing system components within your PCl DSS assessment scope?

Do you work with third-party service providers that could impact the security of your Cardholder Data Environment?

Fortis Payments Payment Gateway

Add additional
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Part 4 should also be completed for you, if not please follow the example below. Once this is completed select the “I have

4.

read and agree” box and save and continue.

Part 4 Processing Solution

What solution do you use to process credit cards? Learn More

e | @ 0

Moto/E-commerce Terminal Mobile Processing

Do you store any sensitive cardholder data electronically?

Does your business use network segmentation to affect the scope of your PCI DSS environment?

Moto/E-commerce

How do you process payments?

Integrated Payment Java Script/Direct Post @ Hosted Payment and iFrame Dial Pay

Does your website use either a redirection mechanism or an embedded payment form?
Yes @ No

Solution Selection

Service Provider Service

Fortis Payment Systems, LLC

I have read and agreed to the end-user license agreement

Standalone Computer

®

Integrated Network

MERCHANT SERVICER, THIRD PARTY SERVICER, MERCHANT SERVICER - VISA, THIRD PARTY SERVICER; ;

@

- v

6Storage/A

fa)
(]

P2PE SPoC

@ Collapse

Not Listed

Select Questionnaire Manually Save & Continue
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5. Confirm eligibility to complete SAQ-A by selecting | agree statement and press continue.

Confirm your eligibility to take questionnaire A

. You certify that you have no direct control over the manner in which cardholder data is captured, processed,
transmitted or stored.

. You certify that all payment acceptance and processing are entirely outsourced to PCI DSS validated third-
party providers.

. You retain only paper reports or receipts with cardholder data, and these documents are not received
electronically.

. You confirm that your site is not susceptible to attacks from scripts that could affect your e-commerce

system(s).

@ | agree that the statements above are true.
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6. Complete the questionnaire sections by clicking “Section 1” reading the guideline and attesting to statements. Select continue
after each section is completed. Note: Section 4 is not required.

l D. t i s Summary Questionnaire Resources

Merchant Information Questionnaire Selection Questionnaire

Questionnaire A

Please continue through all sections until complete.

SECTION 1 Not Started SECTION 2 Not Started SECTION 3 Not Started

Protect Stored Account Data Restrict Physical Access to Cardholder Data Support Information Security with Organizational Policies and
Programs

SECTION 4

Progress Report and Charts
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@ Merchant Information

Summary Questionnaire Resources

@ Questionnaire Selection Questionnaire

Standard SAQ  Change Questionnaire

Questionnaire A »
You have completed 0 of 4 sections Show all Sections
Section 1 Protect Stored Account Data Requirement 3
Electronic storage of credit card account information includes credit card numbers, expiration dates, the owner’s name, PIN numbers, or any other credit transaction related information. You must ensure:
1. Thatif sensitive authenticated data is received and deleted; processes are in place to securely delete the data to verify that the data is unrecoverable.
2. That the PAN is masked when displayed {the first six and last four digits are the maximum number of digits to be displayed).
3. The card verification code or value (three-digit or four-digit number printed on the front or back of a payment card) is not stored under any circumstance.

cation number (PIN) or the encrypted PIN block are not stored under any circumstance.

4. The personal idem

| attest that | have read and adhere to requirements in this section.

Continue
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FD rtis Summary Questionnaire Resources

@ Merchant Information (Z) Questionnaire Selection Questionnaire Review

Questionnaire A [m Standard SAQ  Change Questionnaire

You have completed 1 of 4 sections Show all Sections

Requirement 9

Section 2 Restrict Physical Access to Cardholder Data

Cardholder data is susceptible to unauthorized viewing, copying, or scanning if it is unprotected while it is on removable or portable media, printed out, or left on someone’s desk. You must ensure:
1. That all media is physically secured.

2. That strict control is maintained over the internal or external distribution of any kind of media.

3. That mediais classified so the sensitivity of the data can be determined.

4, That media sent by secured courier or other delivery methods can be accurately tracked.

5. That logs are maintained to track media that is moved from secured areas has management approval prior to moving the media.

6. That the destruction of data is done by means of shredding, burning or pulping when it is no longer needed for business or legal reasons.

| attest that | have read and adhere to requirements in this section.
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(@ Merchant Information (@) Questionnaire Selection (2) Questionnaire

Questionnaire A |+

You have completed 3 of 4 sections Show all Sections

Section 3 Support Information Security with Organizational Policies and Programs

Security policies document the policies in place to protect your company, employees, and credit card data. All employees should be aware of the sensitivity of data and their responsibility for protecting it. You must ensure:

Summary

Questionnaire

Standard SAQ

Resources

Change Questionnaire

Requirement 12

1. That a security policy is established, published, maintained, and disseminated to all relevant personnel. For the purposes of Requirement 12, “personnel” refers to full-time part-time employees, temporary employees and personnel, and contractors and consultants

who are “resident” on the entity’s site or otherwise have access to the company’s site cardholder data environment.
2. Thatthe information on the security policy is reviewed at least once a year and updated as needed to reflect changes to business objectives or the risk environment.
3. Thatusage policies for critical technologies require explicit approval by authorized parties to use the technologies.

4. That the security policy and procedures clearly define information security responsibilities for all personnel.

5. That policies and procedures are maintained and implemented to manage service providers with whom card holder data is shared and information maintained about which PCI DSS requirements are managed by each service provider.
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7. Verify all information is correct and electronically sign at the bottom of the page.

Part 2C Eligibility to Complete

Confirm your eligibility to take questionnaire

1. You certify that you have no direct control over the manner in which cardholder data is captured, processed, transmitted or stored.
2. You certify that all payment acceptance and processing are entirely outsourced to PCI DSS validated third-party providers.

3. You retain only paper reports or receipts with cardholder data, and these documents are not received electronically.

Part 3A Confirmation of Compliance
PCI DSS Self-Assessment Questionnaire A, Version 4.0 was completed according to the instructions therein.
All information within the above-referenced SAQ and in this attestation fairly represents the results of my assessment in all material respects.
| have confirmed with my payment application vendor that my payment system does not store sensitive authentication data after authorization.
| have read the PCI DSS and | recognize that | must maintain PCI DSS compliance, as applicable to my environment, at all times. If my environment changes, | recognize | must reassess my environment and implement any additional PCI DSS requirements that apply.

No evidence of full track data, CAV2, CVC2, CID, or CVV2 data, or PIN data storage after transaction authorization was found on ANY system reviewed during this assessment.

Part 3B PCI DSS Validation [ compliant
Based on the results noted in the Questionnaire A dated 7/15/2024

Please provide your e-signature.

Merchan tive Officer Name * Title * Last 4 Digits of Your Tax ID o

TEST PLAN FORWARD- 7/15/2024
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8. You will be able to download your PCI compliance documentation.

Fortis

Summary Questionnaire Report Resources

Report
Questionnaire Answer Sheet Attestation of Compliance Certificate of Validation
Current Report (English US) Current Report (English US) Current Report (English US)
Print  Email /Print  Email w/Print  Emai
Get Site Seal
p CompliAssure Thisis an emblem that your company can place on its website to indicate that they are taking steps to secure credit card infarmation. Often referred to as a “site seal”. You may place the seal on your website in any or all of the following

' Secured locations: Home Page, Privacy Page and E-Commerce Page

powered by Aperia

Get Site Seal
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Fo r tis Summary  Questionnaire Report Resources

(&) MerchantInformation @ questionnaire Selection @ questionnaire (?) Reviewand Sign

Overall PCI Compliance Status | compiont

Overall PCI Compliance Date: 7/15/2024

Questionnaire Status | compliant

. . 100%
Your questionnaire type: A Change ?

Due Date: 7/15/2025

Current Reports View Al

Questionnaire Answer Sheet Attestation of Compliance Certificate of Validation

Get Your Site Seal

CompliAssure” You can place this emblem on your website to show your customers you are compliant and their credit card information is secure. This emblem can be added onto your Home Page, Privacy Page, and e-Commerce page.
p» Secured

powered by Aperia

Congratulations, you have completed PCl compliance! You will have peace of mind knowing you are doing your part to protect
customers’ data!




Fortis

FAQs

>

>

Who do | contact if | need assistance? You can contact the PCl Helpdesk by calling 855-826-2128 option 1.

Do | have to complete PCI Compliance? All merchants that collect credit card payments are required to attest to their role in
processing credit card information.

What happens if | don’t complete compliance? Failure to complete compliance will result in being assessed a monthly PCI Non-
compliance fee.

How long is compliance valid? Compliance is good for one year from the date compliance was completed.
Will | receive notification that PCI compliance is going to expire? Thirty days before compliance expires you will receive an email.

However, it is recommended that you create a calendar reminder for 10-15 days before expiration in the event there is an email
failure (i.e. email sent to spam folder or glitch in automated email system).



